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Background: Research Activities 
through various projects 
•  SECRET (FP7) (rail) 
•  Detection of intentional perturbations against GSM-R system 
•  Roll2Rail (H2020) (rail) 
•  Security analysis of a wireless TCMS system 
•  In2Rail (H2020) (rail) 
•  Threat evaluation against a sensor network into a tram 
•  S2R – X2R1-8 Cybersecurity (rail) 
•  Security assessement and threat evaluation for wireless system 
•  SECOURT (road) 
•  Security assessment and threat detection on IEEE 802.11p and LTE 
networks for emergency services 
•  Our skills: research on every kind of wireless networks 
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Examples of cyber attacks on 
railway systems 
In	2008,	a	teenager	derailed	four	tram	
trains	in	Lodz,	Poland	by	using	an	
adapted	TV	remote.	Several	injuries	
occurred.	
In	2015,	North	Korea	was	suspected	of	
piraHng	subway	system	in	Seoul	for	
several	months.	Dozens	of	terminals	
were	infested	with	malware.	
in	November	2016,	the	HckeHng	system	
of	the	BART	at	San	Francisco	was	aPacked	
by	a	ransomware	that	cyphers	the	hard	
disk	of	the	Hcket	vending	machines.	
During	a	weekend,	the	public	transport	
infrastructure	was	available	for	free	unHl	
a	soluHon	was	found.	
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Activities in Shift2Rail – X2Rail1 
 
ISA-99/IEC 62443 method 
 
Joint activity with IRT Railenium 
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IEC	62443:	methodology	for	security	
assessement	of	industrial	cri$cal	systems	
Operator	
Train	
Manufacturer	
Component	
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High	Level	Risk	Assessement	(HLRA)	
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Zones	and	Conduits	definini$on	
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Detailed	Risk	Assessment	
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Threat	actors	
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Threat	list	
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Poten$al	Vulnerabili$es	
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•  Threat actor ◊ Threat ◊ Vulnerability 
 
                          == RISK    
Equa$on	
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Risk	Reduc$on	
•  Risk modification: The level of risk should 
be managed by introducing, removing or 
altering controls so that the residual risk can 
be reassessed as being acceptable. 
•  Risk retention: The decision on retaining 
the risk without further action should be 
taken depending on risk evaluation. 
•  Risk avoidance: The activity or condition 
that gives rise to the particular risk should 
be avoided by withdrawing from a planned 
or existing activity or set of activities, or 
changing the conditions under which the 
activity is operated. 
•  Risk sharing: The risk should be shared 
with another party that can most effectively 
manage the particular risk depending on risk 
evaluation. 
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•  Attacks against wireless networks 
•  Detection of the attacks 
•  Mitigation (resilient architecture) 
Some	researches	done	at	IFSTTAR	
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Example of jamming signals  
850 900 950 1000-90
-80
-70
-60
-50
-40
-30
-20
Jammer 2
Jammer 1
Communication
p.
s.d
(d
Bm
)
Frequency (MHz)
GSM-R up link GSM-R down link 
Jamming signal using an attenuator 
Ins$tut	français	des	sciences	et	technologies	des	transports,	de	l’aménagement	et	des	réseaux	
www.ifs<ar.fr	 16	
Example of jamming signal 
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Surveillance	and	
detec$on	
17	
Algo 1: Number of channels above a limit 
Algo 2 : Error Vector Magnitude 
Algo 3 : Multi Gaussian models 
SJR=Signal Jamming Ratio 
SJR≈ 3 dB 
SJR ≈ 7 dB 
SJR ≈ 20 dB 
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Architecture	du	MCS	:	
v  MPTCP	provided	via	TCP-MPTCP	
proxies:	MulHpath	CommunicaHon	
Manager	(MCM)	
v  Avantages	d’une	solu$on	à	base	de	
proxy:	
v  Les	périphériques	(OBU,	RBC)	implémentent	
et	uHlisent	le	protocole	standard	TCP	
v  Possibilité	d’uHliser	plusieurs	medium	de	
communicaHons	avec	un	MCM	
v  Bonne	intégraHon	avec	les	composants	
Health/APack	Manager	and	AcquisiHon	
System	de	l’architecture	résiliente	
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v IP-Based	
MCS	
v MPTCP	
Demonstrator	1	
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v  Based	on	a	real	system	
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Cyber threats evalution for WSN 
•  The methodology: 
•  Threats taxonomy for Wireless Sensor Network 
(WSN) 
•  Evaluation of the impact on the system 
•  Mitigation solutions proposed (if any is available) 
Ins$tut	français	des	sciences	et	technologies	des	transports,	de	l’aménagement	et	des	réseaux	
www.ifs<ar.fr	 2
2
Target	
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Threat taxonomy 
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Threat taxonomy 
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Evalution of the threats 
•  Some threats are not relevant for IN2RAIL: 
•  POWER CONSUMPTION RELATED 
ATTACKS 
•  ROUTING RELATED ATTACKS  
Ins$tut	français	des	sciences	et	technologies	des	transports,	de	l’aménagement	et	des	réseaux	
www.ifs<ar.fr	
Threats to be taken into account 
ASAP 
•  Two major threats have to be taken into 
account: 
•  Jamming system 
•  A jammer will cut any connection on Wi-Fi and also 
on the 4G link if the jammer is multi-bands. 
•  • Eavesdropping software 
•  This first step of attack permits to the attacker to 
understand to networking environment. Later he/
she can launch more sophisticated attack. 
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Cyber	a<acks	and	WLAN	communica$ons	
for	transport	applica$ons:	impact,	
detec$on	and	reac$on	
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Focus	on	our	testbed	
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Jamming	signal	example	
f1 
f2 
Sweep Period = SP 
Ins$tut	français	des	sciences	et	technologies	des	transports,	de	l’aménagement	et	des	réseaux	
www.ifs<ar.fr	
Evalua$on	en	fonc$on	de	la	varia$on	du	
sweep	$me	
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v The	IEEE	802.11	Wi-Fi	protocol	can	be	
perturbated	by	manipulaHng	signaling	messages	
(singaling	in	the	meaning	of	telco	definiHon)	
Perturba$ons	Wi-Fi	
31	
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v Sending	of	Deauthen(ca(on	message	
generated	by	fake	Access	Point	
Perturba$ons	Wi-Fi	
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deauth : wlan.fc.type_subtype == 0x000c 
auth : wlan.fc.type_subtype == 0x000b 
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v PotenHal	aPack	on	every	Wi-Fi	network	
v Threat	actor	profile	
v Script	kiddy	
v Passanger	that	wants	to	get	all	the	bandwidth	
v Impact	on	the	system	
v Service	downgrading	
v Bad	company	reputaHon	(«	Wi-Fi	never	available	»)	
v Counter	measure	:	IEEE	802.11w	protocol	
v Double	authenHcaHon	between	access	points	and	client	
staHons	
Conclusion	on	Wi-Fi	Perturba$ons	
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A<ack	on	inter	frame	delay	
34	
No traffic : the medium seems always busy by some other communication 
Joint research IFSTTAR / IEMN-Télice 
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Framework to monitor, agregate 
and take decision against attacks 
•  Building of a software framework, named Open 
Pluggable Framework (OPF) 
•  Based on the concepts of autonomic systems 
•  Monitors the environment using hardware and software 
probes 
•  Detect abnormal behaviour using the data sent by the probes 
•  Decide how to react (with algorithms using machine learning 
methods) 
•  Apply several actions (e.g. an alarm or a reconfiguration) 
